NudopmanuoHHas NnaMATKA /151 HECOBEPIICHHOJETHHUX 110 BONIPOCcaM
KuoOepoOe3onacnoctu B cetu «MMHTEpHET»

KoMnbloTepHbIe BUPYCHI

KoMmbroTepHblid BUPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IPOrPAMM,
OTIIMYUTENBHOW OCOOEHHOCTBhIO KOTOPOU SIBISIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO
(konupoBaHuio). B ngomomHeHWe K 3TOMYy, BUPYCHl MOTYT IOBPEAUTH WIH
MOJHOCTBIO YHUUTOXXHUTH BCE (Pailsibl U JaHHBIC, TTOJKOHTPOJIbHBIE TOJIH30BATEINIO,
OT UMEHHU KOTOPOTo Oblja 3amylleHa 3apaXEHHas NporpaMma, a TakkKe MOBPEAHUTD
WIN a)K€ YHUUYTOXKUTH ONEPALMOHHYIO CHCTEMY CO BceMu (aitnamu B 1iesom. B
OOJBIIMHCTBE CIIy4aeB PACHPOCTPAHSIIOTCA BUPYChI UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEAOHOCHBIX IIPOrPaMM:

1. Hcrnonb3yil COBpEMEHHBIE OIEPAlMOHHBIE CHUCTEMBI, HWMEIOIINE
CEpbE3HBIN YPOBEHB 3alIUTHI OT BPEAOHOCHBIX TPOTPaMM;

2. [locTosiHHO ycTaHaBnuBail matuyu (UKU(POBBIE 3aIIATKH, KOTOPBIE
aBTOMATUYECKM YCTAaHABIMBAIOTCS C LEIbI0 JOPAOOTKM MPOrpamMmbl) U JpYyrue
OOHOBJICHUS CBOEH OINEepaliMOHHON cucTeMbl. CKauyuBail UX TOJBKO ¢ OUIIUAIBHOTO
caiita paspadorunka OC. Ecnu cymiecTByeT pexuM aBTOMaTUYECKOTO OOHOBIICHHS,
BKJIIOYH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEPE MOJ[ MpaBaMu IMOJIH30BATEIIsA, a HE
aMUHHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpPaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4.  Hcmonws3yih aHTHBHPYCHBIE TIPOTPAMMHBIC TIPOIYKTHI H3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub pU3NIECKUN JOCTYI K KOMITBIOTEPY LTSI TOCTOPOHHUX
T

6.  Hcmonp3yii BHEITHHUE HOCUTEIN HH(PpOpMAIH, TaKue Kak (uierka, TUCcK

wiu ¢aitn u3 aTepHera, TOJIbKO U3 NPOBEPEHHBIX HCTOUHUKOB;

7. He oTkppiBail KOMIbIOTEpHBIE (ailiibl, OJYYCHHbIE U3 HEHAJIEKHBIX
MCTOYHUKOB. Jlaxxe Te (aiiibl, KOTOpble MpUcaan TBOM 3HaAKOMbIN. JIyylie yTouHu y
HETO0, OTIPABJISAJ JIU OH TEOE UX.

Cern Wi-Fi
C nomoripto Wi-Fi MOXXHO TOTy4nTh OECIIIATHBIA HHTEPHET-I0CTYII B OOIECTBEHHBIX
MecTax: Kae, OTemnsiX, TOProBbIX LEHTPAX U adpornoprax. Tak xe
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SBJISIETCS OTJIMYHOM BO3MOXXHOCTHIO BbIXoJia B MHTepHeT. HOo MHOTHE SKCHepTh
CUMTAIOT, 4TO 00I1menoctymnHbie Wi-Fi ceTn He IBISIOTCS 0€30IacHBIMHU.

CogeTbl 110 0€e30MaCHOCTH Pa6OTHI B 001me0cTYNHBIX ceTsax Wi-Fi

1. He mepenaBaii cBoro nuuHyro HMH(pOpManMio 4depe3 OOIIeAOCTYITHbIC
Wi-Fi ceru. PaboTast B HHX, jKeJaTeIbHO HE BBOAMTH MAPOJIHM JOCTYyIa, JOTHHBI U
KaKHUe-TO HOMeEpa;

2. Hcnonb3yil 1 OOHOBISAM AaHTHUBUPYCHBIE NPOrpaMMbl U OpaHAMay3p.
TeM cambIM Thl 00€30MaCHUIlIb Ce0sl OT 3aKaUYKU BUPYyCa Ha TBOE YCTPOMCTRO;

3. Ilpum ucnonp3oBannu Wi-Fi otkimroun (yHkmmo «OOmmid T0CTym K
daiinam u mpuHTepam». JlaHHas QYHKIHS 3aKpbITa MO YMOJTYAHHUIO, OJHAKO
HEKOTOPHIE MOJIH30BaTEIN aKTUBUPYIOT €€ M1 yA00CTBa UCIOJIB30BaHMs B paboTe
uim yueoe;

4.  He wucnonw3yii myommuneii Wi-Fi s mepenaun JTUYHBIX JaHHBIX,
HaAIpUMeED, JUTSl BBIXO/A B COIUATBLHBIC CETH WU B DJICKTPOHHYIO TTOYTY;

5. Hcmonp3yit TONMBKO 3ammuineHHoe coenmHeHne depes HTTPS, a He
HTTP, 1.e. npu Habope BeO-aapeca BBoau uMeHHO «https://»;

6. B moOuipHOM Tenedone otkinroun Gynkiuio «llogkmrouenue k Wi-Fi
aBTOMaTh4decKkn». He ngomyckall aBTOMATMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetam Wi-Fi 6e3 TBoero coriacusi.

ConmajbHbIe CeTH

CounanbHasi CeTh - 3TO CalT, KOTOPHIN MPEIOCTABIISIET BOZMOKHOCTD JIFOSIM
OCYILECTBIISITh OOIIEHHEe MeXAy coOoil B HMHTepHeTe. Yaiie Bcero B HUX IS
Ka)XJIOT0 YeJI0OBEKa BBIICIISICTCSI CBOS JIMYHASI CTPAHUYKA, HA KOTOPOU OH yKa3bIBaeT
0 cebe pa3MuHyl0 HHpOpMaIMi0, HAaYMHAS OT UMEHM, (PaMWINU U 3aKaHYUBas
JugHbIMU QoTorpadusiMmu. MHOTHE T0JI30BATENI HE MIOHUMAIOT, UTO HH(pOopMaIlus,
pa3MenieHHass MU B COIIMAJIbHBIX CETSIX, MOXKET OBbITh HalifleHa W HCIOJb30BaHa
KEM YroJHO, B TOM YHCJI€ HE 0053aTeIbHO ¢ OJJaruMU HAMEPEHUSIMH.

OcHOBHBIE COBETHI 10 0€30MACHOCTH B COIHAJIBbHBIX CETAX:

1.  Orpanuub CIUCOK Japy3eil. Y TeOs B ApY3bsiX HE JOJIKHO ObITh

CIIyYaWHBIX U HE3HAKOMBIX JIFOJEH;

2. 3ammmail cBOIO YacTHYX ku3Hb. He ykas3piBail mapoinu, TtenedoHsl,
ajzpeca, 1aTy TBOETO POXKIACHUS U JPYTYIO JUYHYIO HHPOpMAIUIO. 3710yMBIIIICHHUKU
MOTYT MCIOJI30BaTh Jake WH(POPMAIINIO O TOM, KaK Thl U TBOU POJIUTEIH IJIAHUPYETE
MPOBECTU KAaHUKYJIbI;

3. 3amuuiail CBOIO peryTanuio - IEp’KHU €€ B UUCTOTE U 3aaBail cebe BOIpocC:
XO0TeN OBl ThI, YTOOBI APYrHe MOJb30BaTeNM BUIIETH, YTO Thl 3arpyxaeib? [logymaii,
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MPEXK/E YEM UTO-TO OMyOJIUKOBATh, HAMUCATH U 3aTPy3UTh;

4. Ecnu Thl TOBOPULIb C JIFOJIbMU, KOTOPBIX HE 3HACIIb, HE UCIOJb3YHl CBOE
peaJIbHOE UMS U IPYTYIO JIMYHYIO UH(OPMALUU: UMSI, MECTO KUTEJIbCTBA, MECTO YUEObI
U 1pouee;

5. U30erait pasmemenust Gororpaduii B MIutepHere, rae Thl U300pakeH Ha
MECTHOCTH, 10 KOTOPOW MOKHO OMPENIEIUTh TBOE MECTOIIONIOKEHUE;

6. Ilpu perucrtpanu B COLUHMANTBHON CETH HEOOXOIMMO UCIOIb30BaTh
CJIO’KHBIE TIAPOJIU, COCTOSIIINE U3 OYKB U LU(P U ¢ KOJTMYECTBOM 3HAKOB HE MeHee §;

7. Jlng couMalbHOM CETH, TOYTHI M JPYyTUX CaWTOB HEOOXOIUMO
MCIIOJIb30BaTh pa3Hble Mapoiiu. Torga ecau Tebs B3JIOMAaIOT, TO 3J0YMBIIUICHHUKH
MOJTy4YaT JAOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHbIC TeHLI'H

DONEeKTpOHHBIE JEHBI'M — 3TO OYE€Hb YAOOHBIM CHOCOO IJIaTEeXei, OJHAKO
CYILLIECTBYIOT MOUIEHHUKH, KOTOPBIE€ XOTAT MOJIYYUTh 3TH JIEHbIH.

DONEeKTPOHHBIE JAEHBIH MOSIBUIUCH COBCEM HEJABHO M MMEHHO H3-3a 3TOr0 BO
MHOT'MX TOCyAapcTBax 0 CHX MOP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (DyHKIIMOHHUPYIOT U O HUX YK€ MPOIMHCAHO B 3aKOHE, I€ UX
pa3lensaoT Ha HECKOJIBKO BUIOB - aHOHMMHbBIE U HE aHOHUMHbIE. PazHuia B TOM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcss MPOBOJAUTH omepanuu 0e3
UIEHTU(UKAIIMY TI0Jb30BaTENSA, & B HE AHOHUMHBIX MIACHTU(MUKALMKU TOJIb30BATENS
ABJISIETCS 00S3aTEIbHOM.

Takxxke crnemyeT pa3iauyarh dJIEKTPOHHbIE (uUaTHBIE JEHBI'M  (PaBHBI
roCyJapCTBEHHbIM BaJlIOTAM) U JJIEKTPOHHbIE HE(pUATHbIE JEHbI'M (HE paBHBI
roCyJapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 10 0€30MaCHOM padoTe € JJIEKTPOHHBIMH IeHbIAMM:

1. TlpuBsbku K cuety MOOUIIBbHBIN TesleoH. DTO caMblil yJOOHBIN U OBICTPBIN
croco0 BOCCTAaHOBUTH JAOCTYHn K cueTy. l[IpuBsizanHblii TenedoH MOMOXKET, eciu
3a0y/elb CBOM IJIATEKHBIN MApOJIh WM 3aiJICIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. HWcnonw3yéh oaHopaszoBble maposiu. Ilocie mepexoma Ha yCHUIIECHHYIO
aBTopu3aluio Tebe yxke He OyAeT yrpokaTb ONAcHOCTh KpaXKM WIIM TIepexBara
IUTATEKHOTO MAPOJIs;

3. BeiGepu cnoxsslii maponb. IIpecTtynHukam Oyaer He MPOCTO Yrajaarhb
CJIOXHBIN naposib. HajexxHble maponu — 3TO Napoju, KOTOpbIE coliepKaT He MeHee 8
3HAKOB W BKJIIOYAIOT B C€0sl CTPOUYHBIE M MPOMHUCHBIE OYKBBI, MU(PHI U HECKOJIHKO
CUMBOJIOB, TAKME KaK 3HaK JloJuiapa, GyHTa, BOCKJIMIATENIbHBIN 3HaK U T.11. Hampumep,
StRONg!;;
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4, He BBOJIH CBOH JIMYHBIC JaHHBIC HA caﬁTax, KOTOPBIM HC JOBCPACUID.

DJICKTPOHHAS MOYTA

DJIEKTPOHHAS MOYTa — ATO TEXHOJIOTUS U MPEIOCTABISIEMBIE €10 YCIYTH MO
NEPECHUIKE M TOJYUYECHHUIO JJIEKTPOHHBIX COOOIICHHM, KOTOpBIE PACIPEACISIIOTCS B
KOMITbIOTEpHOU ceTh. OOBIYHO AJEKTPOHHBIN MOYTOBBINA SIIUK BBITISIUT CACAYIOIMIUM
oOpa3zoM: UMs_TIOJIb30BaTeNA(@uUMs_joMeHa. Takke KpoMe nepeiadu MPoCTOro TEKCTa,
UMEETCsl BO3MOXKHOCTbH MepeaBaTh (pailibl.

OcHOBHBIE COBETHI IO 0€30MaCHOM padoTe € JIEKTPOHHOH MOYTOM:

1. Hamo BbIOpaTh TpaBWIBbHBIM TOUYTOBBIA cepBuc. B HHTepHere ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JTYUIIE JOBEPSITH TEM, KOTO
3HACIIb U KTO IEPBBIN B PEUTHHTE;

2. He yxa3piBail B TMYHOM MouTe TUYHYIO0 MH(opmaruio. Hampumep, nydiie
BBIOpATh «MY3bIKaIBHBIN (hanat@» umu «pok2013» BmecTo «Temal3»;

3. Hcnonb3yéi NIBYX3TamHylO aBTOpH3aIMi0. JTO KOTJa MOMHUMO MapoJisi
HY>KHO BBOJUTH KOJI, TPUCHLIaeMbIi o SMS;

4.  BpiOepu cioXHBIN Mapoiib. s KaXKJ0ro MOYTOBOTO SITUKA JIOJKEH OBIThH
CBOM HAJEKHBIW, YCTOWUHUBBIN K B3JIOMY apOJib;

5. Ecmu ectb BO3MOXHOCTh HaIlMCaTh CaMOMY CBOM JIMYHBINA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOXHOCTB;

6. Hcnonb3yih HECKOJBKO TMOYTOBBIX SIIMKOB. I[lepBbIif 1711 YacTHOU
NEPENUCKHU C ajpecaTaMy, KOTOPBIM Thl JOBEPSEUIb. ITO ANEKTPOHHBIN aJIpec HE HAZl0
UCIIOJIb30BaTh MPU PETHCTpalvy Ha (hopyMax U cailTax;

7. He oTkpsiBail (aitibl U Apyrue BIOXKEHUS B MUChMax Maxe €CIU OHU
MPUIILITK OT TBOUX Jipy3eil. JIydle yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (Hailibl;

8. Tlocme okoHuyaHusi pabOTHl Ha TOYTOBOM CEPBUCE IMEpel] 3aKPHITUEM
BKJIQJIKW C CAUTOM He 3a0y/]Ib HaKaTh Ha « BBIATHY.

KuoepOyJJIMHT WM BUPTYAJLHOE HU31€BATEJILCTBO

KubepOymummar  —  mpecieigoBaHue  COOOIICHHSMHU,  COACPKAIIMMHU
OCKOpOJIEHUSI, arpeccuio, 3alyruBaHUe; XyJTUTaHCTBO; COIMANTBHOE OOMKOTHPOBAHUE C
TIOMOIIBIO Pa3INYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeTHI M0 00pBHOE ¢ KHOEPOYJIIIMHIOM:

1. He 6pocaiicsa B 60#. JIyumuii cioco0: MOCOBETOBATHCS KaK ce0sl BECTH U,
€CJIA HET TOT0, K KOMY MOYKHO OOpaTUThCS, TO BHAYaIe YCTIOKOUThCS. Eciu Tl HauHeb
OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJIGHHS, TO TOJIBKO €Ile OOJIbIIe Pa30kKKEIIb
KOH(JIHKT;

2. YmpaBisii cBoelt kubeppernyTaluei;
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3.  AHOHMUMHOCTH B ceTH MHHUMas. CylIeCTBYIOT CHOCOOBI BBIICHHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He croutr BecTH XyJIUTraHCKUWA oOpa3 BUPTYaJbHOM KU3HU. WHTEpHET
dbuKkcupyeT Bce TBOM JCHCTBUS M COXpaHseT HUX. YJalIuThb HX OyIeT KpaiiHe
3aTPYJHUTEIBHO;

5. Beau cebs BEKINBO;

6. Urhopupyit enunHuuHblii HeratuB. OJHOpa30Bble OCKOPOUTEIBHBIC
cOOOIIeHUs JTydllle UTHOpUpoBaTh. OOBIYHO arpeccusi MpeKpallaeTcs Ha HadadbHOM
CTaJuu;

7. ban arpeccopa. B nporpaMmax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B
COIIMAIBHBIX CETSX €CTh BO3MOXXHOCTh OJIOKMPOBKH OTIPABKU COOOIICHUIN C
OIIPEAEIICHHBIX aJIPECOB;

8.  Ecuu ThI cBUzeTENs KNOEPOYIITMHTAa. TBOU NEUCTBUS: BBICTYIIUTH MPOTUB
npecienoBaress, I0Ka3aTh €My, 4YTO €ro JEUCTBUS OLICHUBAIOTCS HETaTUBHO,
HOJIJIEPXKATh KEPTBY, KOTOPOM HY>KHA MICUXOJIOTHYECKAsl TOMOIIb, COOOITUTH B3POCIBIM
0 (hakTe arpecCUBHOTO MOBEJICHUS B CETH.

MoouiabLHbIN TeJaehoH

CoBpeMeHHbIe cMapT(OHBI U IJIAHIIETHl COJIEpKaT B ceOe BITOJIHE B3POCIBIiA
GyHKIIMOHAN, ¥ Temepb OHU MOTYT KOHKYPHPOBAaTh CO  CTAallHOHAPHBIMH
KoMIbtoTepamu. OJIHAKO, CPEACTB 3aIIUTHl ISl MOJOOHBIX YCTPOWCTB IMOKAa OYEHD
maso. TectupoBaHue U MOUCK YSI3BUMOCTEN B HUX IIPOMCXOJIUT HE TaK MHTEHCHUBHO, KaK
s TTK, To sxe camoe kacaeTcss 1 MOOUITBHBIX TIPHIIOKESHUM.

CoBpeMeHHbIE MOOMITbHBIE Opay3ephl YK€ MPAKTHUECKH JOTHAIM HACTOJBHBIC
aHaJIOTH, OJIHAKO pacuupeHre GyHKIMOHAIa BIEYET 32 CO00M OONBIIYIO CIIOKHOCTD U
MEHBIITYIO 3alTUIIIEHHOCTD.

Jlaneko He BCE MPOU3BOIAUTENM BBIMYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIUE
KPUTUYECKUE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI I 0€30MACHOCTH MOOMJIBLHOTO TeJiepoHA:

1. Bynp octopokeH, Belb KOTJa TeOe MpeasiaraloT OeCIIaTHBIM KOHTEHT, B
HEM MOTYT OBITh CKPBIThI KAaKHE-TO IUIATHBIC YCIYTH;

2. Jlymaii, mpexae ueM ornpaButh SMS, poto unu Bugeo. Trl TOUHO 3HACIIID,
r7ie OHU OYJyT B KOHEUHOM UTOTE?

3. Heo0xoaumo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

4.  Vcnonws3yit aHTUBUPYCHBIC TPOTPAMMBI JIJIsi MOOMITBHBIX TeNe()OHOB;

5.  He 3arpyxaii npuioxeHusi OT HEU3BECTHOTO UCTOYHUKA, BEh OHU MOTYT

COJIepKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECTICUEHHE;
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6. Ilocme Toro Kak Thl BRIMIEIIH C CAlTa, TJI€ BBOIWI JINYHYIO HH(OPMAITHIO,
3aiii B HACTPOMKHU Opay3epa u ynanu cooKies;

7.  Tlepnonnuecku NpoBepsiii KaKKe IJIaTHBIC YCITYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8.  aBaii cBOil HOMEpP MOOMIIBHOTO TeseOHa TOJIBKO JIIOASIM, KOTOPBIX ThI
3HAEeUIb U KOMY JOBEPSCILb;

9. Bluetooth momkeH ObITH BBIKIIOYEH, KOTJIa ThI UM HE MOJib3yelbes. He
3a0bIBail HHOT 1A ITPOBEPSITH 3TO.

@OUINHHT WK KPaKa JHYHbIX JJAHHBIX

I'maBnas uenp QumuHr - Buga WHTEpHET-MOIIEHHUYECTBA, COCTOUT B
MOJTYyYeHUH KOH(PUACHIIMAIBHBIX JaHHBIX MOJIb30BaTeNeid — JIOTMHOB U mapoJjei. Ha
aHrIuicKoM si3bike phishing uwmraercs kak ¢ummur (ot fishing — peiOHas 0B,
password — mapoJin).

OcHoBHBIE COBETHI 10 00PBHOE C PUIIMHIOM:

1. Cnenu 3a cBOMM akKayHTOM. Eciii Thl moj03peBaelib, 4TO TBOS aHKETa
OblIa B3JIOMaHa, TO HEOOXOAUMO 3a0JOKUPOBATH €€ U COOOUIUTh AJIMHHHCTPATOPAM
pecypca 00 3TOM KaK MOYXKHO CKOPEE;

2. Hcmonw3yit 6e30macHbIe BEO-CalThI, B TOM YHCJIE, MHTEPHET- Mara3uHOB H
MTOMCKOBBIX CUCTEM;

3. Hcnonw3yil cioxHble W pa3Hble Mapoiu. TakuM o0pa3oM, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT JOCTYI TOJIbKO K OJJHOMY TBOEMY MPO(UITIO
B CETHU, a HE KO BCEM;

4. Ecoum Tebs B3IOMaNIM, TO HEOOXOJMMO NPEAYyNPEeIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J00aBJEHbI y T€OS B JIPy3bsX, O TOM, YTO TeOsl B3JIOMalIH H,
BO3MOKHO, OT TBOETO MMEHM OYJET pacChUIaThCsl ClaM U CChUIKA Ha (DUIIMHTOBHIE

CalThI;
5. YcranoBu HanexHbi napoib (PIL) Ha MoOMIbHBIN TenedoH;
6. Ortximroun coxpaHeHHe mapods B Opaysepe;

7. He otkpbiBaii ¢aiiiabl U Apyrue BIOKEHHS B MUCbMAaxX AK€ €CIM OHH

IPUILIIK OT TBOUX JIpy3eil. JIydille yTOYHU y HUX, OTIPABIISUIM JIU OHU TeOe 3TH (ailiibl.



